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On an efficient RSA public key encryption scheme
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Abstract

RSA is the most widely used public key scheme for secure communication. Aboud et.al [1], proposed an
improved version of original RSA scheme. They generalized it so that it can be implemented in the general
linear group on the ring of integers mod n. In the proposed scheme the original message and the encrypted
message are i x h square matrices with entries in Z,, as against the original RSA scheme which involves integer
values. However, we identified a shortcoming of that scheme and proposed a new and efficient RSA public key
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encryption scheme. We also propose a digital signature scheme based on the new scheme.
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1. Introduction

Advancement of technology has increased the communi-
cation of data and other information over the internet. These
advancements have led to the consequences of security of
data, speed of transfer and storage space. Cryptography plays
an important role in overcoming these consequences [8]. The
fundamental objective of cryptography is to enable two per-
sons to communicate securely over an insecure channel. In
1976, Diffie and Hellman [2] brought the revolutionary con-
cept of public key cryptosystem in the field of cryptography.
RSA, is the first and the most widely used public key system
which was introduced by Rivest, Shamir and Adleman [5].
The security of RSA is based on the difficulty of factoriza-

tion of integer modulus which is the product of two large and
distinct prime numbers, which is an intractable mathematical
problem. Several variants of RSA [3, 4, 6, 7] have been
proposed by various researchers to strengthen the security,
increase the speed of transfer and overcome the problem of
storage space.

Recently, Aboud et al., [1] gave an improved version of
the original RSA scheme by using matrix in place of inte-
gers. In their proposed scheme the original message and the
encrypted message are represented as h x h square matrices
(as claimed) with entries in Z, indicated via (h,Z,). They
generalized the RSA scheme in order to be implemented in
the general linear group on the ring of integers mod n and
claimed to be efficient, scalable and flexible. However, we
demonstrate a short coming of the scheme. Further, we sug-
gest a new scheme to overcome the shortcomings. We also
propose a new digital signature based on the new scheme.

The rest of the paper is organized as follows. In Section 2
we present the efficient RSA public key encryption scheme
as given by Abound et al. In Section 3 we highlight the short-
comings of the scheme by an example. Proposed new scheme
and proposed digital signature are discussed in Sections 4 and
5. Finally, the paper is concluded in Section 6.
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2. Efficient RSA public key encryption
scheme

This scheme was given by Aboud et al., [1] in which the
original message and the encrypted message are hxh square
matrices with entries in Z, as against the integer entries in the
original RSA scheme.

Key generation

To generate the keys each User A and B performs the fol-
lowing operations.

1. Randomly chooses 2 large prime numbers p and q.

2. Compute the modulus n = p.q

3. Compute g = (h, Z,) where g is calculated using

g=@"-DP"-p)P"—p" ) +...
+(q"=1)(q"—q)(d"—4"")..

4. Choose a random integer e where ged (e,g) = 1.
5. Compute the inverse d where e.d = 1 mod g.

Public and Private key pairs are therefore (n,e) and (g,d).
Encryption

To encrypt the message User B performs the following steps.
1. Obtain A’s public key (n,e).

2. Represent the message M as a i X h matrix.

3. Compute the cipher text C = M¢ mod n.

Decryption

1. To recover the message from cipher text, User A com-
putes M = C¢ mod n.

Example 1

Key generation

P=43,q=47,n=p.q=2021

g =(432-1) (432- 43) + (472-1) (472-47) = 8111184
e=17since gcd (17, 8111184) =1

d =954257 since 17 x 954257 = 1 mod 8111184
public key pair is ( 2021, 17)

private key pair is (8111184, 954257)

Encryption

Here message is taken as an integer M = 741
C=M°modn="74117 mod 2021 = 1471

Decryption

M = C? mod n = 1471954257 mod 2021 = 741
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3. Shortcomings of the scheme

As claimed, if the message is represented as a & x i matrix,
the scheme fails.
A simple example in support of our comments

Example 2

Suppose the message M = 741 is represented as a 2 X 2 matrix

in the form M= {7

0 ﬂ , the rest of the values being the same

we have,
p=43,q=47,n= p.q=2021.

g=(P*-1)(p*—p)+(@*—1)(¢*—q)
— (432 1)(432— 43) + (472 — 1)(472 — 47) = 8111184

e =17, since ged (17,8111184) = 1.
d = 954257, since 17 x 9542572 1 mod 8111184

Encrypted message
7 4" 1 1647
— 4 — _
C=M°modn = [O 1] mod2021 = {917 1666}
Decrypted message
954257
1 1647 1673 1544
_d _ _
=Cmodn= {917 1666] mod 2021 = [386 992}

which is not the same as the original matrix M.

The method applies if the message is represented in the
form of an integer but fails if it is represented as a matrix.

4. Proposed Scheme

In this Section we propose a new and efficient RSA public
key encryption scheme. In the proposed scheme the plain
text message M is represented as a i X h matrix such that the
determinant of the matrix is relatively prime to modulus n =
p-q- The exponentiation modulus is computed by using the
formula N =(p” — 1)(¢" — 1) which is similar to ¢ (n) in the
original RSA.

Key generation

To generate the keys User A performs the following oper-
ations.

1. Randomly chooses 2 large distinct prime numbers p and q
and compute the modulus n = p.q.

2. Compute the exponentiation modulus N =(p’ — 1)(¢" — 1)
3. Choose a random integer e where ged (e,N) = 1.

4. Compute inverse d such that e.d = 1 mod N.

Public and Private key pairs are therefore (n,¢) and (N,d).
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Encryption

To encrypt the message User B performs the following steps.
1. Obtain A’s public key (n,e).

2. Represent the message in the form of a hxh matrix with all
the entries under modulo n such that the determinant of M is
relatively prime to n. i.e gcd (’M| n) =1

3. Using public key compute the cipher text C = M*mod n.

Decryption
To recover the message from cipher text User A uses private
key and computes M = C? mod n.

Example 3
Let the message be represented in the form of a 2 x 2 matrix

7 4
asM = [O 1]

Key generation
Letp=43,q=47,n=p.q=2021
|M| = -4, Also, ged (-4, 2021) = 1

N=(p2—1)(g? — 1) = (432-1) (472-1) = 4080384
e =17 since gecd (17, 4080384) = 1.
d =e~! mod N = 1200113, since (17).(1200113) = 1 mod
4080384.

Public key pair is (n, e) = (2021, 17).
Private key pair is (N, d) = (4080384, 1200113). Encryption

Message is encrypted using the public key as

0 1

17
] mod2021=[917 1666

C = Mémodn = [7 4 1 1647}
Decryption

Private key is used to recover the message from cipher text.

1 1647
917 1666

7 4

1200113
} 0

Cdmodn=[ m0d2021=[ ]:M
It can be easily seen that the decrypted message is same as the
original message M.

5. Proposed Digital signature scheme
based on matrices

In this section, we propose a new variant of RSA digital
signature scheme based on matrices. We represent the initial
plain text message in the form of a square matrix of order 4 x h
and select the modulus n such that the determinant of the ma-
trix is relatively prime to n. Also, the exponentiation modulus
is calculated by using the relationN = (p” — 1)(¢" — 1) which
is similar to ¢ (n) in the original RSA scheme and is used for
generating public and private keys. Private key is used to sign
the message and public key is used to verify it.
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The scheme involves the following steps:
Key generation

1. Randomly select two large primes p, q which are nearly
equal and compute the modulus n = p.q.

2. ComputeN = (p" —1)(¢" — 1) which gives the number of
matrices that are relatively prime to n.

3. Select random integer e, 1 < e < N such that e and N are
relatively prime ie. gcd(e, N) =1.

4. Compute d = e~ 'modN where 1 < d < Nand ed= 1 mod
N.

5. Public and private keys are now e and d respectively.

Signature generation

1. Represent the message M in the form of a square ma-
trix of order h x h with all the entries under mod n where n
= pq and the determinant of M is relatively prime to n, gcd
(|M],n)=1.

2. Using private key compute the Signature S =M?modn.
Signature Verification

1. Using public key, verify V =S°modn = M mod n.

Example 4.
Suppose the Signer wants to digitally sign the message “ SKY
IS BLUE” . He represents it in the form of a square matrix
of order suppose 3 x 3. Assigning each letter with its posi-
tion in the alphabets as A =1, B =2 and so on, we get M =
19 11 25
9 19 2
12 21 5
Letp=7,q=11,n=pq=77
‘M! =-199and gcd (199, 77) =1
N=(p>—1)(¢*—1) = (73 -1) (113 -1) = 454860
e =17 since ged ( 17, 454860) = 1
d = 17"'mod454860 = 53513.
Public and Private keys are therefore e = 17 and d = 53513.
Signature is computed by using the private key ‘d’ as

53513

19 11 25 69 22 5
S=M%modn=19 19 2 mod77 =137 32 9
12 21 5 31 24 9

Signature is verified by using the public key ‘e’

69 22 5
Verification V = $modn= |37 32 9
31 24 9
19 11 25
mod 77=19 19 2| =Mmodn
12 21 5
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6. Conclusion

In this paper we highlight the short comings of an efficient

RSA public key encryption scheme proposed by Aboud et al.
[1] by an example. We also propose a new and efficient RSA
public key encryption scheme. In the proposed scheme the
original message is represented as a 4 X h matrix such that
the determinant of the matrix is relatively prime to modulus
n. The exponentiation modulus is computed by using the
formula N =(p” — 1)(¢" — 1) which is similar to ¢ (n) in the
original RSA. A new variant of RSA digital signature scheme
based on matrices is also proposed.
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